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.NET Framework

e AMD CPU Branch

e Azure

e Azure Real Time Operating System
e Linux Kernel

e Microsoft Dynamics

e Microsoft Exchange Server

e Microsoft Graphics Component
e Microsoft Office

¢ Microsoft Office Excel

e Microsoft Office SharePoint

e Microsoft Office Word
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e Network Policy Server (NPS)

e Open Source Software

e Role: Windows Hyper-V

e Sysinternals

e Visual Studio

e Windows Advanced Local Procedure Call
e Windows ALPC

e Windows Bind Filter Driver

e Windows BitLocker

e Windows CNG Key Isolation Service

e Windows Devices Human Interface

e Windows Digital Media

e Windows DWM Core Library

e Windows Extensible File Allocation

e Windows Group Policy Preference Client
e Windows HTTP.sys

e Windows Kerberos

e Windows Mark of the Web (MOTW)

e Windows Netlogon

e Windows Network Address Translation (NAT)
e Windows ODBC Driver

e Windows Overlay Filter

e Windows Point-to-Point Tunneling Protocol
e Windows Print Spooler Components

e Windows Resilient File System (ReFS)

e Windows Scripting

e Windows Win32K
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e https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-38023
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e https://support.microsoft.com/en-us/topic/kb5021130-how-to-manage-the-
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netlogon-protocol-changes-related-to-cve-2022-38023-46ea3067-3989-4d40-

963c-680fd9e8ee25
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e https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-37966

e https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-37967

e https://support.microsoft.com/en-us/topic/kb5021131-how-to-manage-the-

kerberos-protocol-changes-related-to-cve-2022-37966-fd837ac3-cdec-4e76-abec-

86e67501407d

e https://support.microsoft.com/en-us/topic/kb5020805-how-to-manage-

kerberos-protocol-changes-related-to-cve-2022-37967-997e9acc-67c5-48el-

8d0d-190269bf4efb
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1. CVE-2022-41051 Azure RTOS GUIX Studio Remote Code Execution Vulnerability
2. CVE-2022-41082 Microsoft Exchange Server Remote Code Execution Vulnerability
3. CVE-2022-41052 Windows Graphics Component Remote Code Execution
Vulnerability
CVE-2022-41107 Microsoft Office Graphics Remote Code Execution Vulnerability
CVE-2022-41106 Microsoft Excel Remote Code Execution Vulnerability
CVE-2022-41063 Microsoft Excel Remote Code Execution Vulnerability

N oo v &

CVE-2022-41062 Microsoft SharePoint Server Remote Code Execution
Vulnerability
8. CVE-2022-35823 Microsoft SharePoint Remote Code Execution Vulnerability
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9. CVE-2022-41061 Microsoft Word Remote Code Execution Vulnerability
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10.CVE-2022-41119 Visual Studio Remote Code Execution Vulnerability
11.CVE-2022-41048 Microsoft ODBC Driver Remote Code Execution Vulnerability
12.CVE-2022-41047 Microsoft ODBC Driver Remote Code Execution Vulnerability
13.CVE-2022-34734 Microsoft ODBC Driver Remote Code Execution Vulnerability
14.CVE-2022-34732 Microsoft ODBC Driver Remote Code Execution Vulnerability
15.CVE-2022-34730 Microsoft ODBC Driver Remote Code Execution Vulnerability
16.CVE-2022-41088 Windows Point-to-Point Tunneling Protocol Remote Code
Execution Vulnerability
17.CVE-2022-41044 Windows Point-to-Point Tunneling Protocol Remote Code
Execution Vulnerability
18.CVE-2022-41039 Windows Point-to-Point Tunneling Protocol Remote Code
Execution Vulnerability
19.CVE-2022-41128 Windows Scripting Languages Remote Code Execution
Vulnerability
20.CVE-2022-41118 Windows Scripting Languages Remote Code Execution
Vulnerability
NINYIN DRV WAy Ni%1%Y Nikan nnam/naanna nirvaa 31.16
1. CVE-2022-41085 Azure CycleCloud Elevation of Privilege Vulnerability
2. CVE-2022-38014 Windows Subsystem for Linux (WSL2) Kernel Elevation of
Privilege Vulnerability
CVE-2022-41123 Microsoft Exchange Server Elevation of Privilege Vulnerability
CVE-2022-41080 Microsoft Exchange Server Elevation of Privilege Vulnerability
CVE-2022-41040 Microsoft Exchange Server Elevation of Privilege Vulnerability

AN A

CVE-2022-41113 Windows Win32 Kernel Subsystem Elevation of Privilege
Vulnerability
7. CVE-2022-41120 Microsoft Windows Sysmon Elevation of Privilege Vulnerability
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8. CVE-2022-41093 Windows Advanced Local Procedure Call (ALPC) Elevation of
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Privilege Vulnerability

9. CVE-2022-41100Windows Advanced Local Procedure Call (ALPC) Elevation of
Privilege Vulnerability

10.CVE-2022-41045 Windows Advanced Local Procedure Call (ALPC) Elevation of
Privilege Vulnerability

11.CVE-2022-41114 Windows Bind Filter Driver Elevation of Privilege Vulnerability

12.CVE-2022-41125 Windows CNG Key Isolation Service Elevation of Privilege
Vulnerability

13.CVE-2022-41095 Windows Digital Media Receiver Elevation of Privilege
Vulnerability

14.CVE-2022-41096 Microsoft DWM Core Library Elevation of Privilege Vulnerability

15.CVE-2022-41050 Windows Extensible File Allocation Table Elevation of Privilege
Vulnerability

16.CVE-2022-37975 Windows Group Policy Elevation of Privilege Vulnerability

17.CVE-2022-41086 Windows Group Policy Elevation of Privilege Vulnerability

18.CVE-2022-37992 Windows Group Policy Elevation of Privilege Vulnerability

19.CVE-2022-41057 Windows HTTP.sys Elevation of Privilege Vulnerability

20.CVE-2022-37967 Windows Kerberos Elevation of Privilege Vulnerability

21.CVE-2022-37966 Windows Kerberos RC4-HMAC Elevation of Privilege Vulnerability

22.CVE-2022-38022 Windows Kernel Elevation of Privilege Vulnerability

23.CVE-2022-38023 Netlogon RPC Elevation of Privilege Vulnerability

24.CVE-2022-41102 Windows Overlay Filter Elevation of Privilege Vulnerability

25.CVE-2022-41101 Windows Overlay Filter Elevation of Privilege Vulnerability

26.CVE-2022-41073 Windows Print Spooler Elevation of Privilege Vulnerability

27.CVE-2022-41054 Windows Resilient File System (ReFS) Elevation of Privilege
Vulnerability

28.CVE-2022-38045 Windows Server Service Elevation of Privilege Vulnerability
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29.CVE-2022-41109 Windows Win32k Elevation of Privilege Vulnerability

b gy

30.CVE-2022-41092 Windows Win32k Elevation of Privilege Vulnerability
31.CVE-2022-38034 Windows Workstation Service Elevation of Privilege Vulnerability
:NN'Y NVUIN N9pNN IWax? Ni%1%v NiNan NN2M/nna nirivag 7.17

1. CVE-2022-41056 Network Policy Server (NPS) RADIUS Protocol Denial of Service
Vulnerability

2. CVE-2022-38015 Windows Hyper-V Denial of Service Vulnerability

3. CVE-2022-41053 Windows Kerberos Denial of Service Vulnerability

4. CVE-2022-37973 Windows Local Session Manager (LSM) Denial of Service
Vulnerability

5. CVE-2022-41058 Windows Network Address Translation (NAT) Denial of Service
Vulnerability

6. CVE-2022-41116 Windows Point-to-Point Tunneling Protocol Denial of Service
Vulnerability

7. CVE-2022-41090 Windows Point-to-Point Tunneling Protocol Denial of Service

Vulnerability
NNDAX 'WXNN ¥ 9pUn IwWax? n?17v NINAN NID2IM/DA01a Nifvag 4.18

CVE-2022-41104 Microsoft Excel Security Feature Bypass Vulnerability

CVE-2022-41099 BitLocker Security Feature Bypass Vulnerability

CVE-2022-41091 Windows Mark of the Web Security Feature Bypass Vulnerability
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CVE-2022-41049 Windows Mark of the Web Security Feature Bypass Vulnerability
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